Microsoft Authenticator allows you to secure your resources against unauthorised access and
prevents credential theft. Microsoft Authenticator App can be downloaded from the Play Store or
App Store, by following these instructions.

NB: If you are having an issue at any stage, please contact us. Do not delete the App, you will not be
able to complete the installation, if you download it for a second time.
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To ensure you can access any system from outside of the college please go
to: https://aka.ms/mysecurityinfo and register additional contact information.

If you are on campus and connected to the Wi-Fi, click on the following URL which will take you
through the MFA process: https://mfa.ncclondon.ac.uk

If you logged on to a College PC, you will be logged in automatically
If you are at home you will need to log in using the following details
For Staff:

Username: FirstName.LastName@NCCLondon.ac.uk

Password: Network password
For Students:

Username: IDNUMBER@students.ncclondon.ac.uk

Password: Network password

Authenticator App - We strongly recommend that you download the Authenticator App.
There are other options for authentication:

Alternative Phone — You can add a mobile, work or landline number you have easy access to

Security Key — If you have a USB or NFC Device


https://eur02.safelinks.protection.outlook.com/?url=https%3A%2F%2Faka.ms%2Fmysecurityinfo&data=04%7C01%7C%7C5d173cbccbea467e779008d91143d2bd%7Cd3ed4799347f49f3b5e7da823c95e8d9%7C0%7C0%7C637559805315964845%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=4%2Fcn1taBc3OMeWzfl%2FxhUDuGS6hsdnVna2Vu7kkYNos%3D&reserved=0
https://eur02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fmfa.ncclondon.ac.uk%2F&data=05%7C01%7C%7Cdbfdf88db2eb4f26643e08da95649339%7Cd3ed4799347f49f3b5e7da823c95e8d9%7C0%7C0%7C637986556449230138%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=SuizRz3wMSIubl%2FokORnmYIwo79HgOoqHBDpI3z8mL8%3D&reserved=0
mailto:FirstName.LastName@NCCLondon.ac.uk
mailto:IDNUMBER@students.ncclondon.ac.uk

1. Once you have logged in, you will be presented with the below page. Click Next.
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19147980®@students.ncclondon.ac.uk

More information required

Your organisation needs more information to keep your
account secure

Use a different account

Learn more

Staff: firstname.lasthname@ncclondon.ac.uk
Students: studentid@students.ncclondon.ac.uk

Parents: contactid@parents.ncclondon.ac.uk

2. If you haven't already, use the Download now link to install the Microsoft Authenticator App.
Then click Next.
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Keep your account secure

Your organisation requires you to set up the following methods of
proving who you are.

Microsoft Authenticator

@ Start by getting the app

On your phone, install the Microsoft Authenticator app.
Download now

After you install the Microsoft Authenticator app on your
device, choose "Next".

| want to use a different authenticator app

Lwant to set up a different method



3. Choose Pair your account to the app by clicking this link.
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Keep your account secure

Your organisation requires you to set up the following methods of
proving who you are.

Microsoft Authenticator
6 Set up your account in the app

When finished, come back to this setup experience,

| Pair your account to the app by clicking this link. |

Show QR code

4. Click Open. This will take you straight to the Microsoft Authenticator App.

Open in “Authenticator”?




5. Select Unlock. If you have Face ID or a passcode set up, you will be asked to enter this.

Authenticator locked

6. Go back to your open internet browser. You will receive a notification asking you to Approve sign-
in? Click it and remember the 2 digit number on the screen.

14:46

g Approve sign-in?

Keep your account secure

Your organisation requires you to set up the following methods of
proving who you are,

Microsoft Authenticator

Let's try it out

Approve the notification we're sending to your
app by entering the number shown below.

23

| Back

I want to set up a different method



7. Enter the 2 digit number in the box and click Yes.

Are you trying to sign in?
New City College
19147980@students.ncclondon.ac.uk

Enter the number shown to sign in.
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No, it's not me Yes

Authenticator locked
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8. Go back to your open internet browser. If you approved the notification, you will see the below
screen. Click Next.
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Keep your account secure

Your organisation requires you to set up the following methods of
proving who you are,

Microsoft Authenticator

Notification approved

Back ’ Next

| want to set up a different method



9. Congratulations! — you are now set up for Multi-Factor Authentication.

Microsoft Authenticatar app was successfully registered
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Keep your account secure

Your organisation requires you to set up the following methods of
proving who you are,
Success!
Great job! You have successfully set up your security info.

Choose "Done" to cantinue signing in.

Default sign-in method:

)
Microsoft Authenticator



